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Speech Title: Anti-jamming Communication Architecture Inspired by Immunology 

 

Speech Abstract: As wireless communication relies on electromagnetic waves for information propagation, its 

transmission channel is inherently vulnerable to intentional jamming or unintentional interference. Faced variety of 

known or unknown jamming or interference, wireless communication system calls widely applicable, efficient, and 

accurate anti-jamming communication architecture. Therefore, based on the human immune defense mechanism, an 

anti-jamming communication architecture inspired by immunology is introduced, which is constructed with both 

general anti-jamming and precise targeted anti-jamming functions. Secondly, based on the auto-stabilization control 

mechanism of humoral immunity, a continuous time-domain nonlinear generalized anti-jamming control model is 

established, and an anti-jamming control method is proposed to realize the general anti-jamming under unknown 

jamming environment based on a non-linear disturbance observer. Finally, based on the two-immune-response 

specificity immune mechanism, a strategy learning and jamming vaccine generation method for the first-sight 

jamming’s memory and a knowledge-map based anti-jamming scheme for the second-sight jamming are proposed. 
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